®&URS

Utah Retirement Systems

Building Financial Resilience and
Safeguarding Public Funds

Rob Dolphin, CFO
September 24, 2025

Every decision you make directly impacts the
resilience of your organization and trust of your
constituents.
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Today'’s Objectives
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Define Financial Discuss Proven Share Real- Give You a
Resilience Practices to World Failures Checklist You
Safeguard and Lessons Can Use
Funds
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What we’ll cover today
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Anchors Controls

Reserves, Fraud Prevention,
Liquidity, Planning Payment Security
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Durability

Ability to
withstand
disruption (cyber
threats, market
volatility, shocks)
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Governance

Policies, Roles,
checklists
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Financial Resilience Foundations
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Liquidity Reserves Flexibility Resilience

* |t’s not just cash —it’s capacity to respond
* Strong policies drive discipline
* Anticipate shocks (stress tests and scenario planning)
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Reserves that Work

Ta rget e Target >= 2 months of operating expenditures/revenues

D efl ne e Define use & replenishment rules

St ress e Stress-test reserve adequacy against volatility
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Financial Resilience Foundations

» How many months of operating reserves does your organization currently

maintain?

A. None

B. Less than 1 month
C. 1-2 months

D. More than 2 months
E. Not sure
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Structurally Balanced Budget
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Recurring revenues = Don’t fund operations Publish a plan-English
recurring expenditures with one-time windfalls balance statement

G&URS

Utah Retirement Systems



Long-Term Financial Planning
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Develop a 5-10-
year rolling forecast

b

Integrate capital,
labor, and debt
service costs

T

Model different
economic
scenarios
(recession,

inflation, rates)

Set early warning
indicators (e.g., %
of fixed costs v.
revenues)
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Expense-Side Strategies
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Prioritize essential Freeze or defer Control labor costs  Target efficiency —
services — Protect non-essential carefully (manage Shared services
core services projects overtime, etc.) and negotiate

vendor contracts
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Financial Buffering
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Use reserves Liquidity management — Bridge financing if
deliberately (rainy day keep cash accessible necessary
funds exist for (short maturities)
downturns)

G&URS

Utah Retirement Systems




Investment Governance
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Adopt Board Diversify by Align portfolio to Use Review and
Approved issuer, sector, cash flow benchmarks update policy
Investment and maturity forecasts and report annually as
Policy performance needed
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Fraud - 79%
organizations
experienced/
actual fraud
in 2024

Payment Fraud Reality

Checks -
Remain #1
fraud target
(altered,
counterfeit,
stolen)

03

Wire/ACH
fraud —via
Business
Email
Compromise
(BEC) is
rising

Recovery —
rates are
declining
(less than
50%)

AN
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05

Public Sector
— high value
target for
fraudsters




© Fraud Prevention & Controls

» Has your organization experienced a payment fraud attempt in the
past 12 months?

A. Yes — successful

B. Yes — but it was caught
C. No

D. Not sure
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2024 BY THE NUMBERS

ﬁ Total Complaints in 2024

$16.6
Billion Losses in 2024

Increase in Losses from 2023

Complaints with Actual Loss

Average Loss

FBI Internet
Crime Report

Federal Bureau'of Investigation
Internet Crime Report
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INTERNET CRIME COMPLAINT CENTER
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Checks -
Positive Pay /
payee
verification,
daily
reconciliations

Bank and AP Layer Controls

s
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ACH - Debit Wires - Require = Maker-Checker

blocks & filters;  out-of-band call —No one person

dual approvals; backs (use can both setup

whitelists known phone and release wire
number)

=
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Culture -
“Trust, but
verify” mindset
on every
payment
change
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Vendor Master Hygiene

Cce):':orgfi‘zrg:jnv%i;h Name - TIN/Name Duplicatgs- Check Workflows - lock
required match to IRS. .for dypllcate or edits behind
documents (W-9 records before first inactive vendors workflows + dual
y payment regularly approvals
tax ID, Bank ID)
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Preventing Vendor Impersonation (BEC)
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Multi-Factor Impersonation — Hacker's Training — Your staff is the
Authentication (MFA) - spoof vendor emails, front line for defense
protects your system from sending “urgent” requests
hackers
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© Fraud Prevention & Controls

» Which of the following controls do you currently use for ACH/wire
payments? (Select all that apply)

A. Dual approvals

Vendor callback verification
Positive Pay

ACH debit blocks/filters
None of the above

moow
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Cyber Threats to Finance Operations

Governments — High-

value targets (known Ransomware — Have

budgets, often weaker costs cities millions
controls)

Finance Systems -
Prime Targets (payroll,
AP, Bank Portals)

Backups - Test it
restores regularly. It
could be your lifeline

Tabletop Exercise-
Rehearse scenarios
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Quick Wins

Bank positive pay & ACH debit blocks/filters

Turn on

Call back

Verification for all vendor bank changes

Use IRS TIN Match program

Schedule

Table exercise (fraud or cyber scenarios)
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FBI Insights on Public Criminals

“The FBI is warning the public that criminals exploit generative
artificial intelligence (AI) to commit fraud on a larger scale which
increases the believability of their schemes. Generative AI reduces

the time and effort criminals must expend to deceive their target.”

- FBI Alert, December 3, 2024
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Real World Al Examples of use of Social Engineering

» Al-Generated Phishing & Impersonation
» Al tools like Grok used to craft highly convincing phishing emails.
» Messages are grammatically flawless and emotionally persuasive.

» Used in scams impersonating charities, vendors, and government
agencies.
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Real World Al Examples of use of Social Engineering

Email Content (Generated by Grok)

Subject: Join the Silver Hearts Foundation — Make a Difference Today

“We believe every senior deserves dignity and joy in their golden years.
By clicking here, you'll discover heartwarming stories of seniors we've helped and learn how you can

join our mission.”

“Don’t wait! Join our compassionate community today and help transform lives.

Click now to act before it's too late!”
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fii Surge in Phishing Attacks on Local Governments

» Between May 2023 and May 2024, phishing attacks on government agencies increased
by 360%.

» A major tactic is vendor email compromise, where attackers impersonate trusted third-
party vendors to reroute payments or gain access to sensitive systems

Phishing Attacks Targeting Government Agencies

W Attacks Trendline
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https://cloudsecurityalliance.org/blog/2024/12/04/phishing-attacks-on-state-and-local-governments-surge-360




@ Government Email Attacks on the Rise

» Public sector organizations are facing a sharp increase in malicious
emails, including:

» Fake procurement requests
» Spoofed login pages for internal portals
» Phishing emails disguised as inter-agency communications

https://cloudsecurityalliance.org/blog/2024/12/04/phishing-attacks-on-state-and-local-governments-surge-360 l | RS
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& Al-Powered Phishing Scams

» Scammers now use generative Al to:

» Write natural-sounding phishing emails that mimic official
government language

» Create deepfake videos or cloned voices to impersonate officials

» Design fake websites with embedded Al chatbots that simulate
government help desks
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$25 Million Deep Fake Wire Fraud

» ¢ What Happened:

» In early 2024, an employee at Arup, an engineering firm was tricked into
wiring $25 million after attending a video call with what appeared to
be senior executives.

» The video call was a deepfake, generated using Al to mimic the voices
and faces of Arup’s leadership team.
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$25 Million Deep Fake Wire Fraud
» €& How the Scam Worked:

» The employee believed they were speaking with real executives.

» The fraudsters used Al-generated video and voice cloning to simulate
a legitimate meeting.

» No systems were hacked—this was technology-enhanced social
engineering.
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Cyber Attacks Against State and Local Governments

» Vendor Impersonation: Fraudsters pose as legitimate vendors and
request changes to payment information, such as bank account details

» False Invoices: Fraudsters submit fake invoices for products or services
never rendered, hoping that the public entity will pay them without verifying
the legitimacy of the request.

» Employee Fraud: An employee with access to financial systems within the
public entity might alter vendor bank account information to redirect
payments to their personal account or an account controlled by them.
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Cyber Attacks Against State and Local Governments

» Manipulating Vendor Master Files: Fraudsters attempt to add fake vendors or

alter existing vendor information in the vendor master file to facilitate unauthorized
ACH payments.

» Shell Companies: Individuals within or associated with a public entity can
establish "sham" or shell companies that appear to be legitimate vendors and then
create fake invoices or transactions to illicitly transfer funds using ACH.

» Payroll and Vendor Payment Redirection: Criminals impersonate employees or
suppliers to change payment instructions for payroll direct deposits or vendor
payments, redirecting the funds to their own accounts using ACH.
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Best Practices for ACH Electronic Payments

1. Policy & Internal Controls

» Develop a detailed ACH payment policy covering initiation, approval,
and execution.

» Include procedures for verifying new or changed payee account info.
» Ensure segregation of duties in the payment process.
@ Staff Training & Awareness
» Train employees on social engineering and ACH fraud schemes.
» Conduct training at onboarding and annually.
» Encourage staff to be “responsibly suspicious” of all requests.
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Best Practices for ACH Electronic Payments

» Fraud Red Flags
» Requests to change banking info just before a large payment.
» Simultaneous changes to vendor contact and bank account.
» Unusual urgency or pressure to act quickly.
¢ Verification Practices
» Confirm changes to vendor info using independent contact methods.
» Avoid relying solely on email or phone requests for sensitive changes.
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Culture & Governance

» How often do you train staff on fraud and cyber threats?
A. Annually or more
B. Only at onboarding
C. Rarely
D. Never

»
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FRAUDSTER STOLE OVER $1.5 MILLION FROM CITY
OF BALTIMORE

Email arrives
from what it
looks like a
trusted vendor

& Pierluigi Paganini ® September 01, 2025

Emailis
professional,
timely, and fits .
the context of a . El i .. . AL o
project == Al gw—== o E

Simple Request
“Update bank
account”

https://securityaffairs.com/181772/cyber-crime/fraudster-stole-over-1-5-million-from-city-of-baltimore.html




Hackers stole nearly $700K from
Philadelphia school district’s
banking system in 2024, city
controller says

According to Christy Brady, city
controller, the discrepancies in the
district’s Automated Clearing
House system were found during
an annual audit of the 2024 fiscal
year.

https://securityaffairs.com/181772/cyber-crime/fraudster-stole-over-1-5-million-from-city-of-baltimore.html




Closing Remarks

Protect Every Plan for Define Build a Culture of

Dollar — Layered Disruption - Accountability - Vigilance -

controls, not trust Reserves, Clearroles and Training,

alone forecasts, cyber responsibilities monitoring, and
incident eliminate gaps reporting
playbooks
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Rob Dolphin, CPA

Chief Financial Officer

Utah Retirement Systems / PEHP
Rob.dolphin@urs.org

801-366-7429
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