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• Fraudulent IT workers represent a new vector for 

attack: new reports and law enforcement actions 

reveal the extent of a remote worker scheme that 

has affected more than 300 U.S. companies.

• Social Engineering Fraud and Business Email 

Compromise (BEC) continue to drive claims: when 

combined, these often-overlapping categories are 

consistently among the top three drivers of claims at 

Travelers. BEC exploits are evolving to include new 

tactics, including extortion. 

• Ransomware activity eases: leak site listings 

declined to 1,485 incidents in Q2 2025, after 

reaching 2,241 incidents in Q1.

What's in the Q2 2025 Cyber Threat Report
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BEC 101: Intro to Phishing



• Target individuals via email with deception to:
o Gain trust
o Gain access
o Steal money, crypto, intellectual property or 

sensitive data
o Purchase gift cards, etc.

• Spoofed emails, fake domains and hijacked 
threads

• A form of Social Engineering Fraud (SEF)

• BEC = Gain trust + encourage harmful action



• Unauthorized movement of money, typically 
between bank accounts

• Attacker alters payment instructions to redirect 
funds to their own accounts

• Impersonates employees or vendors

• FFT = Often goes hand-in-hand with BEC

Fraudulent Invoice sent 
by Threat Actor

Real Invoice sent 
by Victim

Compromised 
0365 Mailbox

Customer
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• BEC is rarely an "individual activity"

• Sophisticated SEF is conducted by 
groups

• These vary in different parts of the 
world

• Members have different specialties



Most BEC is conducted by groups

Yahoo Boys (Nigeria), Sakawa Boys (Ghana)

o Local guilds, each with a role

o Romance scams → BEC

Cosmic Lynx (Russia)

o Better operational security, secure 

emails

https://www.wired.com/story/format-boy-yahoo-

boys-scam-influencers/
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• Mules launder money
o Complicated chain of transfers
o Crosses multiple countries

• Complex routing​

Relies on networks of collaboration​

Mules move money through multiple accounts, different banks and multiple countries before 
reaching the final destination: a fraudster account.

Transaction Cycle





Impersonation (using 
free email platforms ) Phishing Email

Vendor 
Compromise

MFA Bypass

Lookalike Domains

Less Sophisticated More Sophisticated

Mass Email 
Campaigns



One of the most important steps, 
regardless of sophistication

• Find targets
• Tool: Shodan

• Understand the industry

• Internet search for employees or 
leadership

• Professional and social media



• Step 1 – Tell ChatGPT you're doing a 
cybersecurity presentation

• Step 2 – Ask how to find OWA logins 
in Shodan

• Step 3 – Copy and paste Shodan 
search

• Step 4 – Find vulnerable companies 





• Step 1 – Ask ChatGPT to find 
individuals at the company

• Step 2 – CEO, CFO, Accounts 
Payable

• Step 3 – Spearphishing



Often done with a free email address:

'Hey, are you in the office? I need a wire transfer.'

• Start small

• Build a sense of (realistic) urgency

• Can include fake PDFs

Less Sophisticated More Sophisticated

Impersonation



Get credentials from the user

• Aim for account access

• Create a convincing email with a 
link

• Requires a fake login page

Less Sophisticated More Sophisticated

Phishing



Zphisher can create convincing login 
pages quickly

• Install Zphisher for free

• Launch it

• Choose the type of login page

• Specify some configuration 
options

Keep image, format



Hack any Popular Account 
using Zphisher

https://www.youtube.com/watch?v=J4ZmHoZxGRM&t=308s
https://www.youtube.com/watch?v=J4ZmHoZxGRM&t=308s


• Login to the email

• Search for email threads to hijack

• Set up account forwarding rules

Less Sophisticated More Sophisticated

Phishing



1. Find or request "aging reports" (who owes 
money)

2. Use compromised email to contact accounts

3. Use forged documents

Effective attackers learn the business lingo and 
excel at sounding authentic

Less Sophisticated More Sophisticated

Vendor Compromise



Phishing can be time consuming

• Need to send more phishing emails 
to increase odds of success 

• Tools like GoPhish can scale for free
• Upload CSV mailing lists
• Dynamic templates to change 

name, company, title, etc.

• Dashboards to track metrics

       

Ema    en Ema     ene C  c e    n    m   e   a a

Less Sophisticated More Sophisticated

Mass Phish Campaigns



Step-by-step Guide to Creating and 
Launching Your First Gophish 

Campaign
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• MFA can block access by 
attackers after credentials are 
stolen

• But tools like EvilGinx exist to 
bypass MFA
• Acts as "middleman"
• Intercepts MFA token

• Attacker now has credentials 
AND valid token

Less Sophisticated More Sophisticated

MFA Bypass



AitM phishing toolkit demo: 
Evilginx

https://www.youtube.com/watch?v=octo3ye8SwI&t=74s
https://www.youtube.com/watch?v=octo3ye8SwI&t=74s


• Using tools in combination:

o Mass email campaigns using 
GoPhish

o Combined with EvilGinx to 
bypass MFA

• Automating aspects of 
reconnaissance 

• Using agentic AI to run tools in a 
continuous workflow
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BEC and FFT cost companies billions of dollars

Few do BEC alone

Different levels of sophistication in attacks

Free tools allow attackers to scale

AI Automation is the new frontier



32





34



AI  ha  can  ro  ce syn he  c me  a w  h…ma h.Generative AI 

Text Audio Image / Video

Core Technology

● Large language models

Applications

● Text generation, analysis, 
summarization, Q&A

● Language translation

Examples

● ChatGPT

Core Technology

● Text-to-speech/music models

Applications

● Entertainment (audio books, 
video games, movies, etc.

● Accessibility

Examples

● ElevenLabs
● VALL-E (Microsoft)

Core Technology

● Diffusion models

Applications

● Entertainment (movies, 
content creation, etc.)

Examples

● Midjourney
● StabilityAI
● Heygen

Data Learning Model Prompt Output

GenAI Model GenAI Application Layer



1. Scammers sent a phishing email to finance employees in 
Hong Kong impersonating the CFO.

2. A finance employee fell for this phishing email, which led to 
the scammers inviting the employee to a video conference. 
The scammers used deepfakes to impersonate the company 
CFO and other staff.

3. The scammers asked the finance employee to do a self-
introduction and began giving orders to the employee. They 
never actually interacted with them in dialogue.

4. The scammers followed up with the victim via instant 
messaging, emails, and one-on-one video calls using more 
deepfakes. 

5. The finance employee then made 15 transfers totaling $25.6 
million USD to five different bank accounts.



1. Scammers sent a Ferrari executive WhatsApp messages 
impersonating Ferrari's CEO
o The WhatsApp profile mimicked the CEO but the messages 

did not originate from the CEO's true phone number
o The messages centered around a "big acquisition"

2. The scammer convinced the executive to get on a live phone call. 
On the call, the scammer had a deepfake of the Ferrari CEO's 
voice.
o The scammer said he was calling from a different number 

due to the sensitive nature of the "acquisition"

3. The executive started to pick up on inconsistencies
o While the accent was spot on, the voice appeared to be 

"mechanical"
4. The executive asked what book the real CEO had recommended 

to him that week.
o The scammer hung up immediately
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